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USER

USER

USER

USER

USER

USER

Report-only

Report-only
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Activity Details: Sign-ins

Basicinfo  Location Deviceinfo  Authentication Details Conditional Access  Report-only

~ - ~

Policy Name 7, Grant Controls T Session Controls T

. Require compliant device
Block

. Block

Block

Use Conditional Access App C...

. Require compliant device

Require domain-joined device

A sign-in can also be interrupted (e.g. blocked, multifactor authentication challenged) because of a user risk policy or sign-in risk policy.
Currently, this tab only lists Conditional Access policies.

Result T,
Report-only

Report-only

Report-only:
Report-only:
Report-only:
Report-only:
Report-only:

Report-only:

Report-only

: Success

: Not applied
Not applied
Not applied
Not applied
Not applied
Not applied
Not applied

: Not applied
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Assignments

User
Maximilian Malburg

Resource

Microsoft Teams Services

Conditions

Matched

Matched

Sign-in risk
None

Device platform
MacOs

Network (formerly location)
Trier, DE

Client app
Browser

Device

User risk
Insider risk

Authentication flows

Access controls

Not configured

Not configured

Not configured

Not configured

Not configured

Not configured

Not configured

Not configured

Grant Controls

Session Controls

Satisfied

Not configured



{HP Authentication Strength

3 %
S



{HP Authentication Strengths (Built-in)

Multifactor authentication Passwordless MFA Phishing-resistant MFA
Windows Hello For Business Windows Hello For Business Windows Hello For Business
Passkeys (FIDO2) Passkeys (FIDO2) Passkeys (FIDO2)
Certificate-based Certificate-based Certificate-based

Microsoft Authenticator (PL) Microsoft Authenticator (PL)

Temporary Access Pass
PW + Microsoft Authenticator

PW + E-Mail / SMS / Voice




{Hr Authentication Strength (Custom)

Temporary Access Pass Passwordless Authentication

Temporary Access Pass (One-time use) Windows Hello For Business
Passkeys (FIDO2)

Temporary Access Pass (Multi-use)
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2 User Assignment

Include Exclude

O None

All users

O Select users and groups

B Don't lock yourself out! This policy will
affect all of your users. We recommend
applying a policy to a small set of users
first to venfy it behaves as expected.

Learn more

Include Exclude

Select the users and groups to exempt from
the policy

Guest or external users

6 selected V

Specify external Microsoft Entra
organizations

All

O Select

Directory roles

21 selected Vv

Users and groups
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53 Ressourcen / Apps

Select X

Office 369

[] Office 365

Office 365 Exchange Online
00000002-0000-0ff1-ce00-000000000...

[] o3

D Office 365 Information Prote...
2f3f02¢9-5679-4a5¢-a605-0de55b07d..

Office 365 SharePoint Online
00000003 -0000-0ff1-ce00-000000000...

[] o3

=22 Enterprise applications | All applications

Overview
@ Overview

. Diagnose and solve problems

Manage
* All applications
Private Network connectors
User settings

L d
a
"™ App launchers
Ch

Custom authentication extensions
Security
® Conditional Access
) Consent and permissions
Activity

Sign-in logs

llcane & incinhts

New application

Refresh

Download (Export) | i Preview info |

Columns | Pre

View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Id

The list of applications that are maintained by your organization are in

9 applications found

Name

Application type == Enterprise Applications X

Object ID

17872abb-cc85-45d0-95...

17b83cf5-1c27-43ac-a71...

494f823e-1a99-4b15-adf...

6aaba6d9-d561-4f63-b2c...

85d62c10-d033-4eel-al...

916cb23c-d3b5-4fel1-ald...

abe67168-bd0b-4699-91...

cab3a17e-f61e-4f7a-93f2...

d7307¢9a-2d39-446b-86...

Application ID

7a7674a4-511b-4165-98...

de8bc8b5-d9fo-48b1-a8...

2aed4743-14fb-4464-af9...

aff75787-e598-43f9-a0ea...

30b96d53-9fc1-4139-9ba...

14735148-5162-46ef-99a...

ea74db07-775d-4a5a-9a...

14d82eec-204b-4c2f-b7e...

91ffdob5-8b84-46d2-9d...

Appl

Homepage URL
https://*.my.salesforce.co...
https://developer.micros...

https://sso.services.box.n...

https://account.activedire...
https://docs.microsoft.co...

https://login.browserstac...
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2 Device registration
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3 Condition

Device /0\  Risk-based
platforms
Locations

Browser / Client



3 Condition

Device Risk-based

platforms
Locations

Browser / Client

‘ Entra P1 ‘ Entra P2




Device platforms
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3 Condition

Device /0\  Risk-based

o

Browser / Client
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© Offentliche IP-Adressen

=[z] Company 8]]1 -
- 8.8.8.8/32 |
. 1.1.1.1/32
* 208.67.222.0/24
=<--->(9 .




3 Condition

Device /0\  Risk-based
platforms
Locations

Browser / Client



Browser / Client




3 Condition

Device A Risk-based
@ platforms

Locations

Browser / Client
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Risk based

None A Low -
8]]1 _ 8’3‘%1""’ ~
High A Med
8@ _ 8‘@““’3’ _
‘ Entra P2 @
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i) Access Control

{HP Authentication J  Appenforced rest.
— strength
=| Device Compliance @ Sign-in frequency

L@ Persistent session



i) Access Control
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Device Compliance

@ BitLocker
@ Secure Boot
@ Defender Risk-level

Minimum OS-Version

@ Custom Policies



Device Compliance

Intune
Intune
Intune
Intune

Intune

Corporate
Corporate
Corporate

Corporate

Corporate

X Noncompliant
¥ Noncompliant
¥ Compliant

X Noncompliant

¥ Compliant

Windows

Windows

Windows

Windows

Windows



> Defender Risk-level

Overview ncidents and alerts  Timeline  Security recommendations nventories

Device details Active Jerts (Last 180 days) Socurity ssetsmants
Risk level: High Exposure level: Medium

Domain

SAM narw

Asset group Health state

Created on Data sersithity

N
None

IP addresses MAC address

First soon Last seon

Onboarding status
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i) Access Control

{HP Authentication J  Appenforced rest.
— strength
=| Device Compliance @ Sign-in frequency

2@ Persistent session



&, App enforced restrictions

]
Entra joined / Entra hybrid joined

@ OneDrive
@ SharePoint
&)
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v, App enforced restrictions

@ Your organization doesn't allow you to download, print. or sync using this device. To use these actions, use a device that's joined to a domain or marked compliant by Intune. For help, contact your IT department.

-+ Create or upload

Jessica Wilson
| M Home

B3 My files

Jo
]

2 Shared

A
~f

7 Favorites

h

Recycle bin

(W

Browse files by

OneDrive

For you

W' Das ist ein Test

Ji\ Sarah Harris commented on this

Go to comment

Recent ( ANl ) | W' Word %7 Excel

#» PowerPoint

B PDF

W

More



v, App enforced restrictions

o

w

Das ist ein Test.docx

Default - Copy.rdp

Default.rdp

Default-tsO1.rdp

W
X

Open th Han

Preview ca W
Share
Copy link

Manage access

Delete
Favorite

Add shortcut

ED Rename

$3% Automate

Details
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