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KASPERSKY THREAT DATA FEEDS — GUTE ARGUMENTE

Uberdurchschnittlich gute Erkennungsraten in Endpoint Security Tests bei AV-Comparatives und AV-Test.
Gleichzeitig unterdurchschnittlich niedrige False-Positive-Raten.
Schutz auf Netzwerkebene wichtig: Nicht alle Systeme nutzen eine Endpoint Protection oder der Schutz ist ggf.
nicht up-to-date (Mobile-Devices, OT-Hosts)

® Multi-Layer- und Vendor Strategie

Enterprise Test Charts Loty
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Quelle: https://www.av-comparatives.org/enterprise/comparison/



KASPERSKY THREAT DATA FEEDS — GUTE ARGUMENTE

Most tested. Most awarded. Kaspersky protection.*

In 2024 Kaspersky products participatedin 95 independent tests and reviews.
Out products were awarded 91 first and received 92 top-three finishes.
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MOST TESTED

MOST AWARDED
KASPERSKY PROTECTION
“kaspersky.com/top3

Quelle: https://content.kaspersky-labs.com/se/media/top3/TOP3-2024-en.pdf

Avira

60 80 100
N of ndependent tests/reviews

* Notex:

* Aooording to summary results of ndependent tests in 2024 for corporate, oonsumer and mobie products

* Summary includes independent tests conduoted by: AV-Comparstives, AV-TEST, MRQ Effitas, SE Labs, Testing Ground Labs, Virus Bulletin,
* Tests performedin these programs assess dl protection technologies aganst known, unknown, and advanced threets.

* The size of the bubble reflects the number of lst places aohieved

= Vendors marked with * did participate in leas then 35% of the total number of tests, 30 they were added complementary to the chart.
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KASPERSKY THREAT DATA FEEDS — ANALYSE NEUER BEDROHUNGEN UND ANGRIFFE

, WIKIPEDIA

i) Die freie Enzyklopadie ‘ Q Wikipedia durchsuchen ‘ Suchen ‘ Spet
b 3 Millionen Artikel 4

b

= q-"

Das Aussehen der deutschsprachigen Wikipedia hat sich geandert: Das Hauptmeni ist nun links neben dem Logo erreichbar, die eigene Diskussionsseite und Beitragsliste rechts neben dem Link
zum Anmelden und die Werkzeugleiste mit Verweisen zu Schwesterprojekten wie Wikimedia Commons rechts neben dem Link zur Versionsgeschichte. Weitere Informationen

Operation Triangulation a4 Sprachen v
Inhaltsverzeichnis 4 Arikel Diskussion Lesen Bearbeiten Quelltext bearbeiten Versionsgeschichte Werkzeuge
Verbergen
(Anfang) Operation Triangulation ist der Codename fiir einen mutmalRlich gezielten Cyberangriff eines unbekannten Advanced Persisient
T Pt o | Petira ey Threat auf iPhones und iPads von Sicherheitsforschern, unter anderem der Firma Kaspersky Lab. Der Angriff, der im Juni 2023
Personen erstmals bekannt gegeben wurde, zeichnet sich durch eine fir |OS-Angriffe beispiellose technische Komplexitat aus. unter anderem
~ Entdeckung wurde eine Kette von vier Zero-Day-Exploits genutzt. Kaspersky spricht bei dem Angriff von dem ausgefeiltesten Angriff, den sie
Chronik der jemals analysiert haben. Dabei ziehen die Wissenschaftler Parallelen zu den Angriffen durch die Spionagesoftware Pegasus der NSO
Entdeckung Group und andere Spionagesoftware, wie Predator, welche in ihrer Komplexitat vergleichbar seien. Man geht von mehreren Tausend
Vv Angriff Angriffsopfern aus.['I2E]

@ media.ccc.de

browse > congress » 2023 > event

Operation Triangulation
What You Get When Attack iPhones of Researchers

2rin and bzvr




KASPERSKY THREAT DATA FEEDS — ANALYSE NEUER BEDROHUNGEN UND ANGRIFFE

md . ] t t
Das Magozin flrprofessionelle System-und Netzwerkadministration

Beitrége v Heftarchiv Mediathek Downloads Lexikon Magazin v

@ Sandbox ausgehebelt: Chrome-
" Nutzer in Gefahr

(® 26.03.2025 - 09:56 W Veroffentlicht in: NEWS

von Danie
Richey

Lesezeit

"™ sicherheitsforscher von Kaspersky haben eine bislang unbekannte

Schwachstelle im Google-Chrome-Browser aufgedeckt, die offenbar fiir
f  gezielte Spionageangriffe ausgenutzt wurde. Der Besuch einer priparierten
. Webseite geniigt bereits, damit Malware auf das System gelangt.



KASPERSKY THREAT DATA FEEDS — ANALYSE NEUER BEDROHUNGEN UND ANGRIFFE
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Toxic trend: Another malware
threat targets DeepSeek

LISANDRO UBIEDO

SparkKitty, SparkCat’s little
brother: A new Trojan spy found
in the App Store and Google Play

SparkKitty. a new Trojan spy for iOS and Android. spreads through
untrusted websites, the App Store, and Google Play. stealing images from
users’ galleries

Sleep with one eye open: how
Librarian Ghouls steal data by
night

KASPERSKY

SERGEY PUZAN, DMITRY KALININ

https://securelist.com/

Get In Touch

& Darkmode  English

2 Subscribe

Analysis of the latest Mirai
wave exploiting TBK DVR
devices with CVE-2024-3721

ANDERSON LEITE

IT threat evolution in Q12025.
Non-mobile statistics

AMR

IT threat evolution in Q12025.
Mobile statistics

ANTON KIVVA

Host-based logs, container-
based threats: How to tell
where an attack began

AMGED WAGEH

Exploits and vulnerabilities in Q1
2025

ALEXANDER KOLESNIKOV



KASPERSKY THREAT DATA FEEDS — THREAT INTELLIGENCE PORTAL

& m a 0 ® Q_ Search @ English v -:) Light

@ "I(':ls-s:ﬁ:zelligence Portal Home

Digital Footprint Global Threats

& Home

| Threat Landscape >

Q. Threat Look 5 Threat Risk Analysis Global Threat Dynamics

reat Lookup
& Research Graph Al @ Toprisks Al @ Toprisks
Leakage
B Reporting
i 100,000

@ ThreatAnalysis Malware
80,000

@® Digital Footprint >

& Threat Infrastructure pONS 60,000
40,000

N Data Feeds

@ News Vulnerability Apr 2025 May 2025 Jun 2025
Threat Category Breakdown
« Malware 5.66%
« Typosquatting 34.91%
« Other 1.63%
+ Darknet 12.54%
@ Alexander.Schmidt > > Vilingrability 45.25%

https://tip.kaspersky.com/



KASPERSKY THREAT DATA FEEDS — THREAT INTELLIGENCE PORTAL

« m a0 @ | Qsearch @ English v @ e

@ 'ﬁi’:tr?::elligence Portal Threat Data Feeds ©®

Kaspersky offers continuously updated Threat Data Feeds to inform your business or clients about risks and
implications associated with cyberthreats. This helps you mitigate threats more effectively and defend against attacks

00
Go Home even before they start. Threat Data Feeds are available in JSON, CSV, OpenlOC, and STIX formats. Corresponding
- connectors for SIEMs, including Splunk, ArcSight Enterprise Security Manager (ESM), IBM QRadar, RSA NetWitness
2 Threat Landscape 2 LogRhythm, and McAfee ESM are also available.
Q Threat Lookup > Read more about Security Threat Intelligence Services [4
& Research Graph
B Reporting Data Feeds Tools Delivery protocols
Threat Analysis _— .
@ ¥ Description Records Updates Tags Actions
@® Digital Footprint > i :
S hDIIa‘:sc:ustRL 10 Every 10 minutes Detection  Prevention ) Sample
ata Fee:
8 Threat Infrastructure Ivestgation

A set of web address masks with
Data Feeds context covering malicious
websites and web pages.

2

What's New and Upcoming Malic URL
alicious

Exact Data Feed

The feed has the same JSON
structure as the Malicious URL
Data Feed, butitalso includes up
to three new fields to specify
exactweb addresses and FQDNs
covered by the corresponding
masks. This feed is designed te be
integrated into security controls
(such as SIEM, FW, SWG) or
Threat Intelligence Platforms
where use of Kaspersky Threat
Feed Service is not acceptable or
possible

=

G 0 Every 10 minutes Detection  Prevention ) Sample

& @

News Investigation

[

Ransomware URL
Data Feed
Asetofweb addresses, domains,

and hosts with context covering
ransomware links and websites.

_— SAMPLE 0 Every 20 minutes Detection  Prevention ) Sample

Investigation
@ Alexander.Schmidt >

https://tip.kaspersky.com/



KASPERSKY THREAT DATA FEEDS

Filterung von Web- und DNS Traffic durch externe IoC Listen

BaselListen enthalten gefahrliche und schadliche URL’s und IP-Adressen

Mithilfe dieser Eintrage kann der Zugriff auf gefahrliche Netzwerk Ressourcen blockiert oder
kontrolliert werden, eingehend wie ausgehend.

Nachfolgende Feeds sind erhaltlich (+ 20-100k)

Typ | Anzahl Beschreibung Update-
Eintrage Frequenz

Dangerous IP’s ~15.000 Liste gefahrlicher IP-Adressen 20 Min.
Malicous URL’s URL ~50.000 Liste schadlicher Domains 20 Min.
Phishing URL's URL ~180.000 Liste mit Phishing Domains 20 Min.

Botnet Command & Control URL’s URL ~250.000 Liste mit Botnet C&C Domains (DGA) 60 Min.

https://tip.kaspersky.com/Help/TIDF/en-US/NetworkSecurityFeeds.htm



KASPERSKY THREAT DATA FEEDS

Domain Generation Algorithms: Das Problem mit automatisch
generierten Domains.

DGA-Malware generiert standig neue Domains — oft im
Minutentakt.

Diese Domains sind nur kurz aktiv, bevor sie wieder ersetzt werden.
Tagliche Updates reichen nicht, da viele schadliche Domains dann
unentdeckt bleiben.

Ohne aktuelle Blocklisten kdnnen infizierte Systeme problemlos mit
C&C-Servern kommunizieren.

Haufige Updates sind nétig, um:

- schnell auf neue Bedrohungen zu reagieren
- DGA-Domains zeitnah zu blockieren
- und Malware-Kommunikation effektiv zu unterbrechen.
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KASPERSKY THREAT DATA FEEDS — UNTERSTUTZE/GETESTETE FIREWALL-MODELLE

v

Integration with NGFW

+ Feed update delivery schemes Network security controls—next-generation firewalls (NGFW), as a rule, possess the functionality of filtering DNS/web traffic by using external

dynamic lists of indicators of compromise (loCs).
+  Verifying the configuration

Integration with SIEM systems Kaspersky offers dynamic lists that are specifically designed to be used in such security contrals.

Hrsaration;wim N SFW This section describes how to integrate Network Security Data Feeds with various next-generation firewalls.

Integration with Check Point
NGFW

Integration with Cisco Firewall In this section

Management Center
Integration with Check Point NGFW

Integration with FortiGate NGFW
9 Integration with Cisco Firewall Management Center

Integration with FortiGate NGFW

Integration with Palo Alto NGFW

Integration with UserGate NGFW Integration with Palo Alto NGEW
Integration with Sophos Firewall Integration with UserGate NGFW
Integration with Broadcom Integration with Sophos Firewall

(Fymaies) Proqse Integration with Broadcom (Symantec) ProxySG

Die Integration mit weiteren Herstellern/Modellen mit der Méglichkeit einer 3rd Party
Anbindung und Basic Authentification Support ist moglich.

https://tip.kaspersky.com/Help/TIDF/en-US/IntegrationwithNGFW.htm



KASPERSKY THREAT DATA FEEDS — KONFIGURATION AUF EINER FORTIGATE

I FortiGate-40F

Im Beispiel werden zwei Kaspersky Data Feeds r—
. . . @ Dashboard it External Connector
eingebunden: Dangerous IPs und Malicious URLs. Network

Policy & Objects

Threat Feeds
Security Profiles

B FortiGate-40F
VPN

= :

Dashboard User & Authentication |n
]

Ne rk

WiFi & Switch Controller
Policy & Objects =

Threat Feeds

Security Profiles Security Fabri
urity Fabric

2 VPN Physical Topalogy Connector Settings
Logical Topology Status @
Security Rating Name ©
Automation Update method €@ External feed XV FA|

. Fabric Connectors URL of external resource €@ https://tip.kaspersky.com/api/feeds/dar
Connector Settings e -

Physica olog : faats
hysical Topology . HTTP basic authentication @

Logical Topology Status @

Asset |dentity Center Username api_token
curity Rating Name @
Log & Report Password sssssose Change
ati Update method @ SLEHEIE Push API (Hels
Automation P —— -
e T e URL of external resource @ https://tip.kaspersky.com/api/feeds/ma
Fabric Connectors p p-KaspersKy. p —

#0/255

External Connectors HTTP basic authentication @

Asset Identity Center Username api_token
L4 Log & Report Password eseccene Change
Refresh rate 20 Minutes (1 - 43200)
Comments . 0/255

https://tip.kaspersky.com/Help/TIDF/en-US/IntegrationwithNGFW.htm



KASPERSKY THREAT DATA FEEDS — KONFIGURATION AUF EINER FORTIGATE

i=h FortiGate-40F

Dashboard

Network

Policy & Objects

Security Profiles

VPN

User & Authentication IP Address Threat Feed

WiFi & Switch Controller KTDF Dangerous IPs v O KTDF Malicious URLs v

5\,"5[@'!1 s Threat Feed ¥l KTDF Dangerous IPs hreat Feed %% KTDF Malicious URLs

- - IP Address Threat Feed Domain Name Threat Feed
Security Fabric External feed Externalfeed
- = JRL https://tip.kaspersky.com/api/feeds/danger... 192
Physical Topology |im§:138000p 5 4 5
URL https://tip.kaspersky.com/api/feeds/malicio...
L tcal T [ ( @ 2025/06/24 22:48:42 limit=130000
ogical 1opoiogy
POI0B) L © 2025/06/24 22:48:42 © 2025/06/24 23:01:02
u l'ity’ Rr‘i[iﬂg Entries [ 19114 RVAIN] © 2025/06/24 23:01:02

Valid

Automation i= View Entries
Fabric Connectors
External Connectors

Asset Identity Center

L | og & Report



KASPERSKY THREAT DATA FEEDS — KONFIGURATION AUF EINER FORTIGATE

= FortiGate-40F

@ Dashboard # Edit || @ Delete Domain Name Threat Feed KTDF Malicious URLs

Network o Q
Search
) Policy & Objects

. lidi
Security Profiles Entry 7Va idity
VPN d3g5ovfngjw9bw.cloudfront.net @ Valid

Iser & enticatio i .
DR L e brodownload8s.com @ Vvalid
WiFi & Switch Controller )

185.221.167.72.host.secureserver.net @ Valid
System
Security Fabei adult-empire.com @ Valid
urity Fabric
Ptvsical Topnlony skidrowreloaded.com @ valid
Logical Topology skidrowcodex.net @ Valid
Security Rating poawooptugroo.com @ Vvalid
Automation smatr.net g Valid
Fabric Connectors cloud83%v1.cyou @ Valid
ExieniCopnenioe shedroobsoa.net @ Valid
Asset Identity Center
Lt abOfbbé6ba.com @ Valid
M | og & Report




KASPERSKY THREAT DATA FEEDS — KONFIGURATION AUF EINER FORTIGATE

&% FortiGate-40F

1T
o

Edit DNS Filter Profile

» Policy & Objects

Name DNS_Block_Kaspersky_TDF
Security Profiles
) ty Comments Comments 4 0/255
AntiVirus Redirect botnet C&C requests to Block Portal (B
Web Filter Enforce 'Safe Search' on Google, Bing. YouTube (B
DNS Filter
Application Control @ FortiGuard Category Based Filter
Intrusion Prevention Pre-configured filters [EOISGIIN G PG-13 R
SSL/SSH Inspection
Name % Action ¥

sich die Data-Feeds in einem
DNS-Filter-Profil einbinden.

Adult/Mature Content @ | ® 15
Bandwidth Consuming @ | @ 6
General Interest - Business @ 18

I

uthentication

General Interest - Personal €9 | @ 35
Potentially Liable € | @ 11 ® 1

switch Controller

Die Liste ,Malicious URLs” steht
KTDF Malicious URLs @ Redirect to Block Portal__| unter ) Remote Catego ries” Zur
Security Risk @ | @ 6 .

Verfigung.

Bl Unrated @ | ® 1

[E] Remote Categories @ | © 1

<

0% €D
Static DomainFiter Unter , External IP Block Lists”
Domainfiter ___ D |asst sich die Liste ,,Dangerous
External IP Block Lists @ ¥ KTDF Dangerous IPs x “ . .
. IPs“ einbinden.

DNS Translation @ @



KASPERSKY THREAT DATA FEEDS — KONFIGURATION AUF EINER FORTIGATE

'{' Network
B Policy & Objects

Firewall Policy

Schedules
Virtual IPs

IP Pools
Protocol Options
Traffic Shapi

urity Profiles

FIORTINET

=

Policy

Q Policy match

Block KTDF Dangerous IPs (2)

Internet Access (1)

# Edit

implicit_deny (0)

©) Security Rating lssuss

Tl Insert ~

© Q sea

From

© Disable

O any

[ D)
[ any

Edit Policy
Name @ Internet Access
Incoming interface =2 lan A
Outgoing interface [ wan -
Source Ba x
=
Destination B all X
+
Schedule ) always .
Service 3 ALL x
+

Action " Yeaal © DENY

Firewall/Network Options

NAT ©

IP pool configuration

ENEGTEALIER ECPN LG Use Dynamic IP Pool
Fixed port

default hd

Managesourceport @

Protocol options

Security Profiles

AntiVirus
Web filter
DNS filter Il DNS_Block_Kaspersky_TDF -

Application control

@G 0B|e @

IPS

S$SLinspection | no-inspection -

Logging Options

Security events

Logallowed trafic @

Das zuvor erstellte DNS-Filter-
Profil [asst sich im nachsten
Schritt in Firewall-Regeln
einbinden.
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i FortiGate-40F
@ Dashboard
b Network

B Policy & Objects

Firewall Policy

Addresses

Internet Service Database

Services

Schedules

Virtual IPs

IP Pools

Protocol Options

Traffic Shaping
& Security Profiles

VPN

User & Authentication
= WIiFi & Switch Controller
Q& System
/) Security Fabric

il | og & Report

eatenew | Q Policymatch | | @ Q Search

Policy From

Block KTDF DangerousIPs(2) 22 lan

# Edit | Tl Insert ~
Internet Access (1) =2 lan
implicit deny (0) O any

€ Disabl

[ wa

O any

Edit Policy

Name @
Incoming interface
Outgoing interface

Source

Destination

Schedule

Service

Action

© Log violation traffic

Comments

Enable thispolicy @

Block KTDF Dangerous IPs
= lan
% wan

:ﬂ all

+

) KTDF Dangerous IPs
+

[@ always

[gd ALL
+

v ACCEPT ENIDIEN

0/1023

Die ,Dangerous IPs“
lassen sich direkt in
Firewall-Regeln

einbinden.

Damit lasst sich
ausgehender
oder/und
eingehender Traffic
entsprechend
filtern.



KASPERSKY THREAT DATA FEEDS — TEST DER EINSTELLUNGEN

Wie durch die Konfiguration im Beispiel vorgegeben werden nun Verbindungsversuche
auf IP-Adressen und URLs geblockt.

im| @ Fortinet Secure DNS Service Port: X —+ = O X
EX Windows PowerShell & O A Nicht sicher skidrowreloaded.com f-‘: :. .,%

Web Page Blocked!

Zeitiliberschreitung der Anforderung. You have tried to access a web page which belongs to a category that is blocked

Zeitiiberschreitung der Anforderung.
Zeitlberschreitung der Anforderung.
Zeitiberschreitung der Anforderung.

Ping-Statistik fir 208.91.112.55:
Pakete: Gesendet = 4, Empfangen = @, Verloren = 4
(100% Verlust),

C:\Users\Alex>ping

Ping wird ausgefihrt fir 92.63.197.59 mit 32 Bytes Daten:
Zeitiiberschreitung der Anforderung.
Zeitiiberschreitung der Anforderung.
Zeitiberschreitung der Anforderung.
Zeitiiberschreitung Anforderung.

Ping-Statistik fir 9 197.59:
Pakete: Gesendet , Empfangen = @, Verloren
(100% Verlust),




KASPERSKY THREAT DATA FEEDS — AUSWERTUNG DER EREIGNISSE

Die entsprechenden Ereignisse lassen sich unter ,Log & Report” auswerten und filtern. Dabei lasst sich
erkennen, dass die Bedrohungen mithilfe der Kaspersky Threat Data Feeds identifiziert und geblockt

wurden.

Log & Report
Forward Traffic

200 & Result == deny X © Q search

Date/Time
2025/06/25 14:36:03
2025/06/25 14:35:59
2025/06/25 14:35:54
2025/06/25 14:35:49
2025/06/25 14:03:32
2025/06/25 14:03:32
2025/06/25 14:03:32
2025/06/25 14:03:32
2025/06/25 14:03:32
2025/06/25 14:03:32
2025/06/25 14:03:32
2025/06/25 14:03:32

2025/06/25 14:03:31

4

Source
192.168.1.110
192.168.1.110
192.168.1.110
192.168.1.110
192.168.1.110
192.168.1.110
192.168.1.110
192.168.1.110
192.168.1.110
192.168.1.110
192.168.1.110
192.168.1.110

192.168.1.110

Device

Destination
= 92.63.197.59
= 92.63.197.59
= 92.63.197.59
= 92.63.197.59
192.168.123.1
192.168.123.1
192.168.1231
192.168.123.1
192.168.123.1
192.168.123.1
192.168.1231
192.168.123.1

192.168.123.1

Application Name
PING

PING

PING

PING

Web Access
Web Access
Web Access
Web Access
Web Access
Web Access
Web Access
Web Access

Web Access

Result T
@© Deny
© Deny
© Deny
@© Deny
© Deny (Deny: UTM Blocked)

@© Deny (Deny:
®© Deny (Deny:
© Deny (Deny:
®© Deny (Deny:
© Deny (Deny:
© Deny (Deny:
(O] Deny (Deny:
© Deny (Deny:

UTM Blocked)
UTM Blocked)
UTM Blocked)
UTM Blocked)
UTM Blocked)
UTM Blocked)
UTM Blocked)

UTM Blocked)

Policy ID Log Details

Block KTDF Dangerous IPs (2)
Block KTDF Dangerous IPs (2)

Block KTDF Dangerous IPs (2)

Details

&> DNS Filter

Security

> @~ 02~ ]

X Q @ Memory~

192

KTDF Malicious URLs '

Block KTDF Dangerous IPs (2) at
Internet Access (1)

Internet Access (1)
Internet Access (1)
Internet Access (1)
Internet Access (1)

Internet Access (1)

Internet Access (1)
Internet Access (1)

Internet Access (1)

DNS Type

IP Address

1.750.852.830.129.625.900
dns-response
208.91.112.55

mmm Warning
DNS_Block_Kaspersky_TDF
IN

skidrowreloaded.com

A

1

dns

utm

+0200

52.608



KASPERSKY THREAT DATA FEEDS — BEWERTUNG DER ERGEBNISSE

v 3] VirusTotal - URL x + = o X

Die Prufung einiger
. Eintrage des Kaspersky
T o Threat Data Feeds
,Malicious URLs” gegen z.
© feombes S e B. VirusTotal zeigt, dass

S ———— ats | sthabesoae | (@ diese URLs aktuell nur von
A " Kaspersky und einigen
wenigen anderen

pETEAN T s Anbietern erkannt
werden.

&« (¢] 2% virustotal.com/gui/url/Oba67b076cf29337d513a685c4ae7174d6977e18b2cb1b83cfe159d64a59d3ed . ﬁ] g @

Join our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Das Schutzniveau der
Firewall/UTM-L6sung lasst
sich mit diesen Feeds
signifikant steigern.

Security vendors' analysis (O Do you want to automate checks?

CRDF Kaspersky

Gridinsoft @ Suspicious Abusix

Acronis ) Clean ADMINUSLabs

AlLabs (MONITORAPP) Clean AlienVault

alphaMountain.ai Clean Antiy-AVL

Artists Against 419 Clean benkow.cc
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Senior Consultant IT Security
save IT first GmbH

alexander.schmidt@saveitfirst.de

https://www.linkedin.com/in/alexander-schmidt-a6b177221/
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